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Introduction

In this integration, Okta is acting as the identity provider (IdP) and the MyWorkDrive Server is acting
as the service provider (SP).

It is assumed all users are logging in to Okta using their UPN Suffix (eg @yourdomain.com) and it

matches their Active Directory username UPN.

Identity Provider Configuration

1. Login into Okta.
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2. Click the Admin button.
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Preview Sandbox: This is a preview of next week's release. See a problem? Contact Okia at 1-888-722-7871 or visit our support site

Q Launch App A Home A - L ComponentSpace ~

You don't have any apps

Add Apps

0 Getthe Mobile App

3. Click the Add Applications shortcut.

© ComponentSpace-dev-! X+ = (= X

€ 5 O [B e sm——n—— *| =

Preview Sandbox: This is a preview of next week's release. See a problem? Contact Okta et 1-888.722-7871 or visit our support site.

(%) Dashboard

Shortcuts

Status
© Add Applications
People Assign Agplications

J; Add People

2, Activete People
3, Deactivate Peopie

@ No notifications to view! Applications
O Reset Passwords

Reports
Okte Usege

Agplication Usage

Suspicious Activity

Application Access

App Password Heaith

Deprovisioning Details
SMs Usage
MFA Usage

Recent Administrative A

Time Event Person Application System Log
SAML Capeble Apps
6:5243PM  Userlogged in tothe Admin opp ComponentSpace Support Okta Administration

64813 PM User logged in 1o the Admin app ComponentSpace Support Okta Administration

6:35:19 PM User updated their Okta

ComponentSpace Support

63519PM User updated their Okta

ComponentSpace Support

6:3148 PM Suc

ully pushed new user account to app ComponentSpace Support Okta Help Center

63145 PM Synchronizing user with app ComponentSpace Support Okta Help Center

4. Click the Create New App button.
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+ Back to Applications

=3 Add Application

al [AB8CODEFGHIJKLMNOPORSTUVWXY?Z

Can't find an app?

Apps you crested (0) —

Teladoc

&franki:
&frankly T o Add

INTEGRATION PROPERTIES

B | 2

Supports SAML
Supports Provisioning Jijdomaty  1Oomis con A
CATEGORIES 123RF 123RF Add
Al 507 V -
Content Management 78 —
3 : Add
Collaboration 694 Verifiec v
Consumer 192
cRM 10 i} Tand! E-mal —
Dato & Anelysis a o
E-Commerce
) 2020 Support
Education 208 2020 Ota Verified Add
ERP 59
Finance & Accounting 4l 155 20minutes
5. Select SAML 2.0 as the sign on method.
© ComponentSpace-dev-! X+ - (=] X
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7539 Help& Training  Sign dut

Dashitiar Destary Secunty Repoits Senings My Applications @

Sign on method ) Secure Web Authentication (SWA)

6. Specify an application name.
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° General Settings
@ oo
App name ExempleServiceProvider
App logo (1] @
Browse

Upload Logo

App visibility Da not display application icon to users
Da not display appliction icon In the Okta Moblle app

7. Specify the assertion consumer service URL (eg.
https://YourMWDserver.yourdomain.com/SAML/AssertionConsumerService.aspx) as the
single sign-on URL.

Specify the Audience URI (SP Entity ID) - enter MyWorkDrive as the audience URI.
Relay state is not required.

The name ID format is unspecified.

The application user name is the Okta user name.

Attribute and group attributes are not required.


https://yourmwdserver.yourdomain.com/SAML/AssertionConsumerService.aspx
http://localhost/ExampleServiceProvider/SAML/AssertionConsumerService.aspx
http://localhost/ExampleServiceProvider
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3 Create SAML Integration

© contioure sam.

o SAML Settings

Single sign on URL

Audience URI (SP Entity ID) http:/focalhosUExampleServiceProvider

Default RelayState @

Name ID format Unspecified

Name Name format Value

8. Click the Show Advanced Settings link and check the Enable Single Logout option.

Specify the single logout service URL (eg
https://YourMWDServer.yourdomain.com/SAML/SLOService.aspx) as the logout URL.

Specify the SP Issuer. This is the local service provider name — Enter “MyWorkDrive”.

Specify the service provider certificate used to sign logout requests. This is your own SSL
certificate that is one of the following 3 types:

1. (Recommended) public certificate specifically fo SAML installed on the MyWorkDrive
Server. For example: https://saml.yourdomain.com.

A public copy without the private key should be exported and uploaded here to Okta (in a
later step we will place the certificate pfx file with the private key in the MyWorkDrive Server
SAML folder for use by MyWorkDrive for signing SAML). Click the Upload Certificate button.

2. The same public certificate used for your MyWorkDrive server web address. For
example: https://share.yourdomain.com

A public copy without the private key should be exported and uploaded here to Okta (in a
later step we will place the certificate pfx file with the private key in the MyWorkDrive Server
SAML folder for use by MyWorkDrive for signing SAML). Click the Upload Certificate button.

3. Your own Self Signed SSL Certificate that you generate using IS Administrator.


https://yourmwdserver.yourdomain.com/SAML/SLOService.aspx
http://localhost/ExampleServiceProvider/SAML/SLOService.aspx
https://saml.yourdomain.com/
https://share.yourdomain.com/
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A public copy without the private key should be exported and uploaded here to Okta (in a
later step we will place the certificate pfx file with the private key in the MyWorkDrive Server
SAML folder for use by MyWorkDrive for signing SAML). Click the Upload Certificate button.
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Response Signed
Assertion Signature Signed
Signature Algorithm RSA-SHA256
Digest Algorithm SHA256
Assertion Encryption Unencrypted
Enable Single Logout Allow application to initiate Single Logout
Single Logout URL http:/flocalhostExampleServiceProvider/SAML/SLOService. aspx
SP Issuer http:/flocalhostExempleServiceProvider
Signature Centificate
Browse.
Authentication context class PasswordProtectedTransport
Honor Force Authentication Yes
SAML Issuer ID hitp//www.okta.com/S{org.extermalKey
N MOR
Name Name format Value
Unspecified
Add Anothe

9. Click the Next button.
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Show Advanced Settings
LEARN MOF

Name Name format Value

Unspecified

Name Name format Filter

Unspecified v | Stantswith

e Preview the SAML assertion generated from the information abovs

DUI
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10. Click the Finish button.
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3 Create SAML Integration

© reecvock

e Help Okta Support understand how you configured this application

Why are you asking me this?
Are you a customer or partner? I'm an Okta customer adding an intemal 8pp

I'm & software vendor. Id like to integrate my &pp with Okta

11. View the setup instructions or click the Identity Provider metadata link to download the
SAML metadata.
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@ 7 ExampleServiceProvider

« Back to Applications
Active ~ -;-‘ View Logs

Sign On

About
Settings

Application Username
Default Relay State

SAML 2.0 15 not configured untll you complete the setup Instructions.

View Setup Instructions

Identity Provider metadata is svailable if this application supports dynamic co

ALS DETA

Application username format Okta usemame

Password reveal

Allow users to securely see thelr password (Recommended)

12. Click the View Setup Instructions and record the details. These will be required when
configuring the service provider.
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How to Configure SAML 2.0 for ExampleServiceProvider Application

The following is needed to configure ExampleServiceProvider

Identity Provider Single Sign-On URL

https

Identity Provider Single Logout URL

https: //componentspace  cktapraview com/app/componentspacedevS2TSI9. exanpleservi coprovi dar_3/exkBIrwwiahinDQivah/s1o/san

Identity Provider lssuer

X.509 Certificate:

v

13. Click the People link and the Assign to People button. For testing a manually created a user
with the same username upn suffix — okta@yourdomain.com and password can be used.
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: 7 ExampleServiceProvider « Back to Applications
Active v ~;‘ View Logs
People
Assign to People
Person & Username Status.

14. Select a user and click the Assign button.


mailto:okta@yourdomain.com
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My Applications @

Activ)

“ (al

]
ComponentSpace Support
support&componentspace.com Assign

Assign 1o Pecple e

Person & Usernome

15. Click the Save and Go Back button.
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Preview Sondbox This is & praview of next weok's release See & problem? Contact Okta 4t 1.888-722 7871 of wisit our suppor

My Applications @

+ Back 1o Applications

User Name puspon@componentspace.com

Cancel

16. Click the Done button.
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Apphications Sacunty Réports Sonings My Applications @

ComponentSpace Support
support@componentspace.com

17. Confirm the user is listed.
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@ 7 ExampleServiceProvider

Actve v | | View L
ve - iew Logs

People
Assign to People Q ses
Person & Usemame Status
ComponentSpace Support
supporticompanentspace com Acthee

18. Click the Back to Applications link and confirm the application is listed.

« Back to Applications
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Applications My Appli

] Add Application | | H} Assign Applications

MyWorkDrive Server Configuration

1. Update the saml.config located in C:\Wanpath\WanPath.Data\Settings to uncomment out
the <PartnerldentityProvider> entry for Okta located in

2. Place your SSL Certificate PFX export file into
C:\Wanpath\WanPath.Data\Settings\Certificates and reference it in the service provider
section with the password you used during the export.

3. Inthe Okta Identify provider section: Set the Name to the identity provider issuer. This value
is also the metadata entityID.

4. In the Okta Identify provider section: Set the SingleSignOnServiceUrl to the identity provider
single sign-on URL.

5. Inthe Okta Identify provider section: Set the SingleLogoutServiceUrl to the identity provider
single logout URL.

6. Download the partner certificate file or copy it from the identity provider metadata to
C:\Wanpath\WanPath.Data\Settings\Certificates and update the Okta PartnerCertificateFile
section with the complete path and name of the file.

The partner identity provider configuration section should be similar to the following saml.conf

<l-- Okta -->
<PartnerldentityProvider Name=" http://www.okta.com/ exxxxxdasDb035S00GQ355"
Description="0Okta"

11



MyWorkDrive SAML v2.0 Okta Integration Guide

SignAuthnRequest="true"
SignLogoutRequest="true"
SignLogoutResponse="true"
WantLogoutRequestSigned="true"
WantLogoutResponseSigned="true"

SingleSignOnServiceUrl="hhttps://yourcompany.okta.com/app/yourcompany_mwd_
1/exxxxxdasDb03500GQ355/sso/saml"

SingleLogoutServiceUrl="https://yourcompany.okta.com/app/yourcompany_mwd_1
JexxxxxdasDbO3500GQ355/slo/saml"

PartnerCertificateFile="C:\wanpath\WanPath.Data\Settings\Certificates\okta.cer"/>

The Service provider section configuration should be similar to the following saml.conf

<ServiceProvider Name="MyWorkDrive"
Description="MWD Service Provider"
AssertionConsumerServiceUrl="~/SAML/AssertionConsumerService.aspx"
LocalCertificateFile="C:\Wanpath\WanPath.Data\Settings\Certificates\yourdomain.pfx"
LocalCertificatePassword="password"/>

Test Okta initiated SSO
1. Loginto Okta.

12
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okta

Sign In
Usemame
support@componentspace.com

Password

Signin O Rremember me

Forgot password? | Help

2. Click the MyWorkDrive application.
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Q Launch App # Home M- L ComponentSpace ~ + Add Apps Admin

Work

0 Getthe Mobile App

3. You are now automatically logged into the MyWorkDrive Web File Manager application.
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© ComponentSpace-dev-527¢ 3 Service Provider X + -
> O localhost Pig = 4
Welcome to the Service Provider Site
You are logged in as support@componentspace.com.
MyWorkDrive Initiated SSO
1. Browse to the url of your MWD Site /Account/Login-SAML.aspx (for example

D Q

https://MWDserver.yourdomain.com/Account/Login-SAML.aspx) and click the link to SSO to

the identity provider.

14
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3 Service Provider Login =~ X 4+

&~ > 0 localhost

Login to the Service Provider

S50 to the Identity Provider

2. Login to Okta.
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D Q

D Q

Please sign in below to access ExampleServiceProvider @

okta

Sign In

Userr

3. You are now automatically logged into Okta.
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Single Logout

1. Click the logout button. You are now logged out of the identity provider and service provider.

3 Service Provider Login X 4+

& > O localhost

Login to the Service Provider

S50 to the Identity Provider
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D Q

okta

Sign In
Usermame

Password

Signin CJRemember r

Forgot password? | Help
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